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1. PERIODICITY 

(“IFH” or “the Firm”) -
Money Laundering (AML) and Counter Terrorism Financing (CTF) and other punishable criminal acts including 

other illegal purposes. 

’s 40 + 9 
-money laundering and 

 

(OGBS) and Egmont Group (a group of 155 Financial Intelligence Units; BVI fully observes all the established 
 

for the Firm’  

 

2. SCOPE 

-Money Laundering & Counter Terrorism Financing Policy (“the Policy”) sets out the requirements and 

 

 

• -  

• FATF’
 

• -  

• 

the local regulator the Financial Services Commission (“FSC”). 

• AML/CFT Policy BVI Financial Services Commission 

This policy is applicable to all IFH employees, and any other persons engaged under a contract of service by the 
Firm. Failure to abide by the Policy set by the Firm to prevent money laundering and terrorist financing will be 
treated as a disciplinary issue. Any deliberate breach will be viewed as gross misconduct. Such cases will be 

 

 

 3. OBJECTIVE 
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Ensure that the products and services of IFH are not used to launder the proceeds of crime and that all employees 

 

•

 

• Explain clearly the responsibility of the Board of Directors, Senior Management team, the Money Laundering 
 

•  

 

4. DEFINITIONS 

4.1. Money Laundering 

Money laundering is the generic term used to describe the process by which criminals disguise the original 
ownership and control of the proceeds of criminal conduct by making such proceeds appear to have derived from 

 

4.1.1. Stages of Money Laundering 

buy other goods or services. It eventually appears to be like legally earned money and becomes difficult to trace 

 

• Placement 

• Layering 

•  

4.1.1.a. Placement 

It is the first stage of money laundering where the ‘dirty’ cash or proceeds of crime enter the financial system. 
There are numerous placement techniques, including the following but not limited to: 

• Smurfing (or ‘Structuring’) is a method in which small amounts of illegal cash are deposited into account(s) to 
 

• 

 

• Electronic Fund Transfers (EFT) 
 

• Asset Conversion involves the purchase of assets, such as real estate, diamonds, gold and vehicles which can 
then be sold and proceeds can be deposited in the account. 

• 

as money orders and cheques. 

• 

and other easily transferable instruments. 
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4.1.1.b. Layering 

• 

 

• Offshore Banks accept deposits in current, savings and deposit accounts from non- resident companies, 

 

• 

to disguise their actual ownership. 

• Trusts are also another example of legal arrangements set up to falsify the origin and trail of illegally gained 
funds. Money launderers set up offshore trust accounts and appoint irrelevant personal to head the trust, 
making them the trustee for the funds. The trustee in turn provides the organized crime syndicate instant 
access to the funds. 

• 

 

• Intermediaries is when professionals, i.e. lawyers, accountants, stock brokers, bankers and such engage in 

 

 

4.1.1.c.  

 

• ’
trading company will export goods to the foreign trading company on an over-invoiced basis. The illegal funds 

 

• ’ serving as conduits for money laundering. Cash-intensive 

money. This technique combines the different stages of the money laundering process. 

• 

 

• Credit Cards are an efficient way for launderers to integrate illegal money into the financial system. By 

there is a limited financial trail that leads to his country of residence. 

• Debit Cards individuals first transfer illegal funds into an offshore account and also signs up for a debit card 
 

• Corporate Financings are typically combined with a number of other techniques, including use of offshore 
 

be ‘placed’. 
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4.2. Terrorism Financing 

Terrorism financing refers to the use of funds, or the making of available funds for the purposes of terrorism; or 

used or made available for such purposes. 

It can be defined as the financial support, in any form, to terrorism or of those who encourage, plan, or engage in 

 

 
 

 

 

• 
supply, transfer, export, transshipment or use of 

o nuclear weapons; 

o chemical weapons; 

o biological weapons; or 

o materials related to nuclear weapons, chemical weapons, biological weapons or radiological weapons that 

controlled measures; and 

• 
 

financial flows available to proliferators and to obstruct and complicate the procurement of the illicit goods, 
 

  

 

including screening and due diligence on our clients. We use a risk-based approach to determine whether they are 

payments, using a risk-based approach to ensure that they are consistent with the requirements of this policy. 

 
 

We do not tolerate bribery of any kind, whether to a public official or a private individual. We never offer, provide 
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private individual. We never request or accept bribes of any kind, either directly or indirectly. 

 

4.6. Fraud 

or personal gain. We do not engage in fraudulent behaviour and we do not knowingly assist or facilitate any third 
party to commit fraud. 

 

5. POLICY STATEMENT 

2008. The Firm aims to prevent and take measures to guard against being used as a medium for money laundering 

 

The AML/CTF/CPF Policy sets out the following minimum standards which must be complied with by the Firm: 

• The Firm will establish and maintain risk-

 

• A Risk Based Approach (RBA) towards assessing and managing the money laundering and terrorist financing 
risks will be established and maintained. 

•  

• 

conduct. 

• 

the Firm’  

• 

employees on AML/CTF/CPF issues. 

• 

required under AMLR. 

• 

 

•  

 

6. MANAGEMENT and CONTROLS of AML & CTF RISK 

 

6.1. Risk Assessment 

-  
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• to determine the existence of any risks; 

•  

• -Money Laundering and Terrorist Financing systems and 
 

• to always ensure that there is full compliance with the requirements of the AMLR and other enactments, 
-Money Laundering and 

 

A risk assessment should be commensurate with: 

• 
financial products and services being offered; 

• the type of products and services offered, and the extent to which the products and services offered are 
consistently below a given threshold; 

• customers’ 
 

•  

•  

A risk-

’ 
 

 

6.2. Controls 

In order to prevent the laundering of proceeds of crime and financing of terrorism, the IFH carries out a 
 

• High-
Payment Service Providers we collaborate with), 

•  

•  

• ’s business, source of funds and profile, 

intermediated by the IFH. 

 

Inquiries are carried out by: 

• -renowned risk intelligence system 

etc.) 

• Media screening 

• During account opening a customer due diligence checklist is followed for both individual and corporate 
customers including (but not limited to) the following: 
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• ’s license) 

•  

•  

• In case of customers’ deposits and withdrawals, the Firm implements the following requirements: 

• 

match the name of the owner of the account/bank card. 

• 

 

• If the account was credited in the way that cannot be used for funds withdrawal, the funds may be 
withdrawn to a bank account of the client or any other way may be used, as agreed with the Firm with 

 

• If the account has been credited with funds through various payment systems, funds withdrawal shall be 
 

• -Payments, the withdrawal of funds, which 
exceed the sum of the client's deposits, is possible via any of the following methods: 

• Visa/MasterCard, 

• Wire Transfer, 

• E-Payments 

• 

deposits, is possible via any available method, by the client's choice. 

 

6.3. Customer Due Diligence (CDD) 

range of risks. Thus, the Firm needs to; 

• 
 

• Understand and document the ownership and control structures (including the reasons for any complex or 
opaque corporate structures) of customers and their beneficial owners. 

•  

• 
 

Due diligence is closely associated with the fight against money-laundering and terrorism financing. IFH 

financial risks. 
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6.3.1. Levels of Due Diligence 

6.3.1.a. Simplified Due Diligence 

Simplified due diligence is the minimum level of due diligence completed on a customer where you determine 
 

6.3.1.b. Standard Due Diligence 

client’
enhanced CDD applies. 

6.3.1.c. Enhanced Due Diligence (EDD) 

 

• Customers linked to high-risk countries or business sectors; or 

• Customers having unnecessarily complex ownership structures; 

•  

• 
(PEPs) 

due diligence. It provides more certainty that the customer and/or beneficial owner is who they claim they are 
 

The examples of EDD process include, but not limited to: 

• ’s or beneficial owner’s business 

• ’
independent source 

• ’s or beneficial owner’
 

• carrying out searches on a corporate customer’s directors or other individuals exercising control to 
understand whether their business or integrity affects the level of risk associated with the business 

 

The Firm can decide on the degree of EDD applied depending on the reason why the customer has been classified 
as ‘High Risk’. 

6.4. Ongoing Monitoring 

clients on a risk-

client’s business and resources. 

includes but not limited to: 

• The knowledge of the individual (e.g. the source of the client’s funds, type of business, source of wealth) 

• The customer’s risk profile (e.g. geography risk, product risk, etc.) 
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Whenever ongoing monitoring gives rise to any suspicions of money laundering, promptly report them to the 
MLRO. 

  

6.5. Training 

staff; 

• -money 

crime.; and 

• ensuring appropriate periodic training to be given to all key staff, including front office staff, temporary and 
 

• That is designed to test employee knowledge and understanding of the laws, policies and procedures, 

crime. on a periodic basis. 

Depending on the new releases within regulatory environment, the MLRO should update the training material and 
 

in compliance for a period of 5 years. 

 

7. ACCOUNTABILITY and RESPONSIBILITY 

compliance across the Firm, including but not limited to the below: 

• Review and approval of the AML/CTF Policy 

• Receive and consider AML/CTF reports 

• Review reportable breaches of the AML/CTF 

• 
 

• Ensure that the MLRO has a level of authority and independence within the firm and access to resources and 
 

 

 

•  

•  

• Receiving and reviewing reports from management concerning AML/CTF, and may also make 
 

• Monitor IFH’s AML/CTF performance and compliance with the AML/CTF Program 

•  
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Managing Directors are responsible for; 

• 
the AML/CTF Policy. 

• 
financing risks 

•  
• 

 

 

 

•  
• Day-to-day oversight of the AML/CTF Program 
• -

and Managing Directors 
• 

 
•  

 policies, procedures and systems and develop them in line with evolving regulatory framework 
• Providing awareness throughout the Firm about key AML/CTF issues and AML/CTF techniques 
• 

management. 
• Carrying out regular assessments of the adequacy of the Firm’s systems and controls to ensure that money 

 
• 

-
compliance. 

risk. All staff must: 

• Remain vigilant to the possibility of money laundering/ terrorist financing. 
• 

 
• 

they have suspicion of money laundering or terrorist financing whether they are engaged in AML / CTF 
 

• - Bear in 
mind that individuals who violate the Firm’s AML/CTF policies, processes and procedures will be subject to 

 
• 

entertainment to induce any customer or third party 
• Avoid personal conflicts, e.g. personal account dealings 
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8. INDEPENDENT AUDIT FUNCTION 

other provisions of the AMLR. 

’s 
 

•  
• Whether this AML/CTF Policy complies with the AML/CTF Rules 
•  
• Whether IFH has complied with this AML/CTF Policy 

 

 

 

9. RECORD RETENTION 

 

All records must be readily retrievable in the BVI and must not be kept in a country where access to the records 
 

 

10. REPORTING of SUSPICIOUS ACTIVITY REPORTS (SARs) 

The Firm must ensure that all employees (including temporary and contract employees) are aware of their 

where they have knowledge or suspicion, or reasonable grounds to know or suspect money laundering or terrorist 
financing. 

“Tipping-off” a customer 
is a criminal offence. 

 

 

•  
•  
 •  
•  
• 

later. 
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• 
that raises doubt about his/her integrity 

• The customer’s address changes frequently; and 
• Media reports on suspected or arrested terrorists or groups. 

 

11. List of Banned Countries 

Below is the list of countries that the Firm does not give service to residents of these countries either due to 
’

obstacles. 

American Samoa Guam Norway 

Andorra Hungary Poland 

Australia Iceland Portugal 
Austria Indonesia Puerto Rico 
Belgium Islamic Republic of Iran Réunion 
Bulgaria Ireland Romania 
Cambodia Israel Saint  
Canada Italy Slovakia 

 Japan Slovenia 
Cuba Latvia South Africa 
Cyprus Liechtenstein South Sudan 
Czech Republic Lithuania Spain 
Denmark Luxembourg Sweden 
Estonia Malta Switzerland 

Finland  Syria 
France  Türkiye 
French Guiana  United Kingdom 

Germany Myanmar United States  
Gibraltar Netherlands United States Virgin Islands 
Greece North Korea Venezuela 

Guadeloupe North Mariana Islands 
  

G L O B A L


